
Twenty Years of International Physical 
Protection Advisory Service (IPPAS) 

(History and Benefits)

2nd International Regulators Conference 
on Nuclear Security

May 11-13, Madrid, Spain

Dr. Khammar Mrabit
Director, Division of Nuclear Security

Department of Nuclear Safety and Security



2

OUTLINE 

• Introduction

• IPPAS History and Process 

• Benefits of IPPAS Missions & Follow-up Activities

• Statistics of IPPAS Missions

• Recent IPPAS Activities and  New Developments

• Conclusion 



Introduction
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Understanding the threat and risk
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What is the threat?
criminals or terrorists acquiring and using for 
malicious purposes:

-Nuclear weapons
-Nuclear material to make IND
-Radioactive material for RDD or RED
-Sabotage of nuclear installations or 
transport

Who poses the risks?
-The State that does not recognize the 
threat of nuclear terrorism

-The State that does not take 
preventive action

-The State that is complacent
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Nuclear Security

Prevention Detection Response

The prevention of, detection of, and response to, criminal or intentional unauthorized 
acts involving or directed at nuclear material, other radioactive material, associated 

facilities, or associated activities. 

Measures taken to control and protect nuclear and other radioactive material 
from falling into the wrong hands



The Vision of the IAEA’s 
Division of Nuclear Security 

Achieving worldwide, effective security wherever nuclear or other 
radioactive material is in use, storage and/or transport, and of 

associated facilities.
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A global threat demands a global response.



IAEA Assistance and Cooperation
• Encouraging and facilitating adherence to international 

legal instruments
• Development of Nuclear Security guidance 
• Peer Reviews / Advisory Services
• Education & Training
• Information management and  co-ordination
• Major public events
• Integrated Nuclear Security Support Plans (INSSPs)
• Co-ordinated research projects
• Risk Reduction
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International Legal Instruments For 
Nuclear Security

• Convention on the Physical 
Protection of Nuclear Material (153 
Parties) & Amendment (92 
Contracting States) Not in force!

• Convention on the Suppression of 
Acts of Nuclear Terrorism 

• Security Council resolutions 1373 
and 1540

• CoC on the Safety and Security 
of Radioactive Sources

• INFCIRC/225 is not a binding 
document but…
it is referenced in many
bilateral agreements and
national regulations refer
directly to it.

Solid platform of binding and non-binding international legal 
instruments

All instruments point to IAEA functions and 
programmes for implementation: 
internationally accepted guidance, common 
principles, strategies and assistance
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IPPAS History and Process 
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History of International Physical 
Protection Advisory Service (IPPAS)

• Board of Governors in 1995  requested 
secretariat to  provide advisory service 
to assist States with an appraisal of 
their national systems for physical 
protection upon request of that State

• IPPAS is not an inspection 
• First IPPAS mission was conducted in 

1996
• First IPPAS Guidelines published in 

1999; review of IPPAS in April 2000; 
and November 2012, published in 
November 2014

• Up to now, 71 IPPAS mission 
conducted 
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IPPAS Mission Objectives

• Review State Physical Protection 
Regime and Security Systems for 
Nuclear and other radioactive material 
& associated facilities against 
international legal instruments and 
IAEA Nuclear Security Series (NSS)

• Assist Member States and Operators 
to implement requirements from 
international instruments and IAEA 
NSS publications

• Identify good practices that could be 
communicated to other Member 
States for long-term improvement
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Recommendations:
• The CPPNM & its 2005 Amendment
• The Code of Conduct on Safety and Security of 

Radioactive Sources
• NSS No. 20 - Nuclear Security Fundamentals
• Nuclear Security  Recommendations

• NSS No.13 - Physical protection of Nuclear 
Material and Nuclear Facilities (INFCIRC/225/Rev.5)

• NSS No.14 - Security of Radioactive Material 
and Associated facilities

Suggestions:
• NSS No. 10 - Development, use and 

maintenance of the design basis threat 
• NSS No. 8 - Preventive and Protective Measures 

Against Insider Threats
• NSS No. 9 - Security in the Transport

of Radioactive Material
• NSS No. 11 - Security of radioactive sources
• Other relevant IAEA Nuclear Security Series 

Documents

Basis for the Peer Review



IPPAS Guidelines (modular approach)

IPPAS guidelines consist:
• General Part 
• Module 1:  National  Review of Nuclear Security Regime for 

Nuclear Material and Nuclear Facilities
• Module 2:  Nuclear Facility Review
• Module 3:  Transport Review (for nuclear Material)
• Module 4:  Review of Security of Radioactive Material, 

Associated Facilities and Associated Activities
• Module 5:  Information and Computer Security Review
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IPPAS Mission Scope (State Level)

• Institutional, organizational framework
• Primary and secondary legislation
• Threat assessment and design basis threat
• Roles and responsibilities of the competent 

authority
• Coordination and participation of other 

organizations (law enforcement agencies, 
intelligence agencies…)

• Licensing/authorisation process
• Inspection and Enforcement
• Information and Computer Security
• Security Culture
• Human Resource needs, etc...
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IPPAS Mission Scope (Facility Level 
and Transport)

• Security management
• Security procedures
• Security assessment capabilities
• Protection systems
• Information and Computer Security
• Security culture 
• Other relevant topics
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IPPAS Process
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Formal
Request

Preparatory
Meeting

IPPAS
Mission

Final Mission 
Report

Follow-up 
activities

IPPAS
Follow-up
Mission

IPPAS mission report is treated by IAEA 
as Highly Confidential



IPPAS Mission

The team composition:
• Team leader and four or more experts
• Multinational
• Multidisciplinary 
• IAEA Technical officer
• Technical writer may be included

Duration of the mission is usually two weeks 
Draft report is handed over to the host country representative 
during the closing of the mission
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IPPAS Mission: Output/Benefits

• IPPAS report providing:
• Independent views and 

recommendations by international
team of experts

• Advice, which establishes solid 
basis for further enhancement of 
the national nuclear security 
regime

• Exchange of international experience
• Broadening knowledge
• International recognition of good 

practices
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Main Findings of the IPPAS Report

• Recommendations

• Suggestions

• Good practices
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IPPAS Recommendations

Recommendation: advice on improvements that should be made 
in the areas that have been evaluated and discussed with the host 
country. Such advice must be based on the CPPNM and its 2005 
Amendment, the Code of Conduct on the Safety and Security of 
Radioactive Sources, the IAEA Nuclear Security Fundamentals and 
Recommendations. 

Examples of a recommendation:
• The regulator should review whether adequate staff resources 

are in place to perform its assigned roles and responsibilities for 
physical protection. 

• The operator should have an approved facility physical 
protection plan based on a DBT.
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Suggestions

Suggestion: advice which contributes to improvements in the State 
nuclear security regime by indicating useful expansions of existing 
programmes and pointing to better alternatives to current work 
practices. Suggestions are based on international good practices 
and/or IAEA nuclear security implementing guides and technical 
guides.

Examples of a suggestion:
• Competent authority should consider reinforcing its inspection 

policy by introducing unannounced inspections and increasing 
the frequency of inspections devoted to physical protection.

• The operator should consider improving its package search 
capability by installing relevant technical means. 
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Good Practices

Good practice: an indication of an outstanding programme, performance 
or activity that is more than just the fulfilment of current international 
obligations and IAEA recommendations. It should be worthy of bringing to 
the attention of other Member States as a model in the general drive for 
excellence.

Examples of good practice:
• The definition and assessment of specific threat scenarios by the facility 

operator and their validation by the competent authority  is an effective 
way to consider local conditions and the threat environment when 
determining appropriate physical protection measures.

• Facility top management is competent and actively engaged in security 
activities.
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IPPAS Follow -up Activities

Additional assistance, requested by 
host country and provided by the 
IAEA, based on mission findings
• Necessary additional advice
• Legislative and regulatory assistance
• Training for regulators and operators
• DBT methodology
• Equipment for upgrades
• … other areas for cooperation
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Benefits of IPPAS Follow -up Activities

• Enhanced legal and regulatory 
framework for physical protection of 
nuclear and other radioactive material 

• Enhanced human resources 
development and capacity building 

• DBT defined and used for design and 
effectiveness evaluation of Physical 
Protection Systems

• Technical means of PPS upgraded
• Nuclear Security Culture enhanced
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Follow -up Mission

• Conducted on request by host country
• Ideally three-four years after
• Allows a review of implementation of the 

recommendations and suggestions
• Review of another facility or other module(s) 

can be included as part of the Follow-up 
Mission
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Statistics of IPPAS Missions
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Statistics of IPPAS Missions
• 71 missions conducted since 1996
• 18 follow-up missions 
• 44 countries received mission
• More than 140 experts from 35 countries participated in IPPAS missions
• On average, 33 recommendations and suggestions are provided and 3 good 

practices identified during the mission
• Latest missions were conducted in Japan, Norway, Canada and New Zealand 

in 2015 and in Poland and UK in 2016. 
• Requests received from Albania, Australia, Belarus, China, Hungary, Jamaica, 

Malaysia, Sweden, Turkey, UAE, Democratic Republic of Congo, Madagascar  
and Lithuania for conduct of IPPAS mission in 2016-2017.
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Statistics of IPPAS Missions(2)
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Statistics of IPPAS Missions (2)

• 1996 – 2 missions: Bulgaria, Slovenia
• 1997 – 3 missions: Hungary, Poland, Romania
• 1998 – 1 mission: Czech Republic
• 1999 – 2 missions: Lithuania, Peru
• 2000 – 2 missions: Belarus, Democratic Republic of Congo
• 2001 – 2 missions:  Indonesia, Ukraine
• 2002 – 4 missions: Bulgaria (follow-up), Czech Republic (follow-up + Temelin), 

Lithuania (follow-up), Romania (follow-up)
• 2003 – 9 missions: Ukraine (follow-up +Chernobyl NPP), Ukraine (KNPP), 

Turkey, Norway, Armenia, Philippines, Chile, Mexico, Peru (follow-up)
• 2004 – 3 missions: Iran, Ukraine (Chernobyl Shelter), Kazakhstan
• 2005 – 4 missions: Thailand, Switzerland, Netherlands, Egypt
• 2006 – 5 missions: Kazakhstan (follow-up), Mexico (follow-up), Slovak 

Republic, Serbia and Montenegro, Uzbekistan
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Statistics of IPPAS Missions (3)

• 2007 – 3 missions: Ghana, Ukraine (follow-up), Indonesia (follow-up)
• 2008 – 2 missions: Netherlands (Facilities mission), Georgia
• 2009 – 6 missions: Finland, Netherlands, Belarus (follow-up), 

Turkmenistan, Bangladesh, Singapore
• 2010 – 2 missions: Slovenia (follow-up), Cuba
• 2011 – 3 missions: Sweden; UK, France, 
• 2012 – 4 missions: Netherlands (follow-up), Finland (follow-up), 

Kazakhstan (LEU Bank), Romania
• 2013 – 4 missions: IAEA SGAS laboratories at Seibersdorf, Hungary, 

USA, Australia
• 2014 – 4 missions: Republic of Korea, Indonesia, Belgium, Armenia
• 2015 – 4 missions: Japan, Norway, Canada, New Zealand
• 2016 – Follow-up mission in UK, second IPPAS mission in Poland, 6 

more missions should be conducted
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Recent IPPAS Activities and  New 
Developments
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Recent IPPAS activities

• Action plan after the conduct of the first 
International Seminar on IPPAS, Paris, 4-5 
December 2013

• Publication of the updated IPPAS guidelines 
in November 2014 as the IAEA Services 
Series No.29 (implementing modular 
approach: general part and 5 modules, 
making the service more beneficial to the host 
countries)

• Conduct of the Regional Workshop on IPPAS 
in Peru (November 2014)
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Recent IPPAS activities (2)

• Establishment of the database on IPPAS 
Good Practices

• Increasing the pool of experts

• Conduct of the 1st International Training 
Course on IPPAS for Potential Team 
Members, Vienna,  15 - 19 December 
2014 (2nd one in December 2015)

• Provision of  assistance as follow-up to 
previous IPPAS
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Proposals for future (IAEA Prospective)

• Enhancement of preparatory activities, including  development and  
use of e-learning tools and conduct of IPPAS workshops for host 
country and for potential new team members of IPPAS

• Maintaining and sharing of the database on IPPAS Good Practices
with Member States

• Expansion of the pool of international experts available for conduct 
of IPPAS missions

• Systematic analysis of and follow up to the recommendations, 
suggestions provided and good practices identified during  IPPAS  
missions

• Development of IPPAS self-assessment Guidelines
• Development of new IPPAS modules
• Conduct of  the second International Seminar on IPPAS, Vienna, 

22-23 November 2016
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International recognition of IPPAS

• In Ministerial Declaration of the July 2013 Nuclear 
Security Conference

• In the report of the Ad-hoc Working Group on 
Nuclear Security of European Union MSs

• In 2014 and 2016 Nuclear Security Summits 
communiqués

• By more requests for IPPAS missions
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Conclusion
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Conclusions

• IPPAS is helping to improve national nuclear security 
regimes and contribute to nuclear security globally. 

• IPPAS is widely recognized as a service providing in-depth 
evaluation of state’s physical protection regime.

• IPPAS missions provide transparency and build confidence
in a State’s nuclear security regime.

• More International exchange of IPPAS results 
recommended, without compromising sensitive data.
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Conclusions (2)

• Basis for development of comprehensive support 
programme to  upgrade nuclear security at the State and 
facility levels

• Essential in addressing sustainability and in promoting of 
nuclear security culture

• It is an important tool to build confidence within the 
international community and the general public with regard 
to the effectiveness of national nuclear security regimes  
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International Nuclear Security 
Conference 2016

• The International Conference on Nuclear Security: 
Commitments and Actions 2016
• Conference will be held from 5-9 December 2016

• Expectation more than 1500 participants

• Ministerial Segment held on 5 December 2016
• Expecting 75 Ministers
• Resulting in a Ministerial Declaration

• Technical and Scientific Programme
6-9 December 2016
• High level policy sessions (6 sessions)
• Parallel technical streams (12-18 streams)
• Exhibitions and Side Events 
• E-Poster sessions
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International Nuclear Security 
Conference 2016 - Objectives 
The Conference will be the ideal forum to:

• Raise awareness of nuclear security;
• Review the current status of nuclear security efforts and existing 

approaches, emerging trends and areas that may still need to be 
addressed;

• Consider the medium and long term objectives and priorities for nuclear 
security and how current approaches may evolve to address these and to 
meet future challenges;

• Promote universalization of the key international legal instruments for 
nuclear security;

• Promote international nuclear security guidance and its use by States;
• Review technological developments in nuclear security;
• Promote sharing of information and good practices in nuclear security, with 

due regard to the protection of sensitive information;
• Promote stronger nuclear security culture;
• Support capacity building to help sustain national nuclear security regimes;
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The outcome of the Conference will be a significant input for consideration 
in the preparation of the next Nuclear Security Plan 2018-2021.



International Nuclear Security 
Conference 2016 - Key Dates

• Conference Announcement is on IAEA website and NUSEC 
portal

• Submission of Synopsis by 13 May 2016
• Grant Applications by 13 May 2016
• Third Programme Committee Meeting June 2016 to determine 

final Technical and Scientific Programme
• Notification of authors – July 2016
• Submission of full papers – October 2016
• Full Programme available – November 2016
• Ministerial Segment – 5 December 2016
• Conference – 5-9 December 2016

Conference website:
http://www-pub.iaea.org/iaeameetings/50809/International-
Conference-on-Nuclear-Security-Commitments-and-Actions
Conference email: nuclearsecurity2016@iaea.org
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